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CORONAVIRUS
CYBER FOOTPRINT



Beyond any doubt, Coronavirus contingency 
has become a watershed in several aspects of 
human behaviour, one of which is certainly the 
adaptation undertaken by almost every 
business to maintain its usual performance.

While some weeks ago, home-office schemes 
were almost globally regarded as some sort of 
privilege, after Covid-19 it certainly will be 
deemed as an employees’ critical talent to 
be developed on a sound and regular basis.

As SARS-CoV-2 unfolded throughout the 
globe, offices gradually drained workforce 
until emptying, forcing the vast majority of 
businesses to suddenly improvise, and 
shamefully just few to deploy their risk 
mitigation plans outlined in advance, to 
keep on running remotely, coping with 
sensitive disruption or moreover interruption.

Although IT incorporation was a one-way road 
taken decades ago, this entourage bolstered 
an increased reliance upon digital means, 
likewise tele/video-conference apps (for 
instance Zoom or Microsoft Teams), email 
platforms or network solutions (VPNs), which 
have been sky-rocketing until becoming 
utmost needed tools since its massive use to 
deliver, stay tuned with clients or ensure 
remote access to business systems, yet 
exhibiting several security flaws or 
vulnerabilities that compromise its 
confidentiality.

This infrastructure shift had entailed the 
expansion of the attack surface for hackers, 
who are gaining track in the context of the 
current situation to wreak havoc by launching 

a myriad of different threats (ransomware, 
phishing or unauthorized access to companies’ 
information), exploiting people’s inherent 
complacency or cybersecurity relaxation 
whilst working from home.

Hence, it is not far-fetched to forecast that 
several events occurred in the wake of these 
attacks could likely trigger, not only first and 
third-party coverage procured within cyber 
insurance, but on commercial policies 
embedding “cyber silent risks”.

Notwithstanding, first and foremost, public and 
private entities must commit in not wasting this 
opportunity to address cyber security 
shortcomings exhibited in the midst of this 
impasse or revisit their insurance policies to 
detect dormant pitfalls, as these aspects will 
continue to accrue relevance in a very steady 
trend crisis afterwards.

This situation deserves close 
monitoring in the upcoming 
months, and perhaps years 
due to consequent delayed 
claims, to acknowledge the 
real aftermath of the 
contingency, which 
certainly could stamp a 
footprint in the digital 
landscape and cyber 
insurance market. 

One thing is true: 
the world with which we were once acquainted 
has likely changed forever.
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